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Space Applications Centre, ISRO
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Best e-Governance Practice/Innovation in Cyber Security

Project Team : CSND-CITA Team



National Award e-Governance 2026 (Gold) conferred by
Dr. Jitendra Singh, Hon’ble Minister (Ind. Charge) Science & Technology;
Earth Sciences MoS, PMO, PP/DoPT, Atomic Energy, Space.




Award was presented to Project team during
29" National Conference on e-Governance held on July 1-2, 2026 at Jaipur.
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CATEGORY I

Best e-Governance Practices & Innovation in Cyber Security

National Award for e-

Governance 2026

(Gold Award): consist of
(i) o Trophy

Gold

. - ity P f
(i) a Certificate & ::ﬁ:;ﬂnt;;?;:;c:r
(i) Incentive of Rs. 10 Distribution & DNS

Lakh to be awarded Filtering Service

to organisation to be

utilised for .
implementation of boo (Bl M e L
it fvﬂ'a(ﬁ:‘ﬂs)nmv 2026
o roj ect or brid g| ng Pay _ Space Applications Centrr ¢ sl e o o v S ..
®ud Rupees _Ten Lakh Onl /\/\— o
gaps; and A No. | 0153002100565XX

(iv) a Certificate 1o each
team member




@ USTE A9 Seh, WES W,

PUNJAB NATIONAL BANK, S

Pay

Space Applications Cen;r_(’\, $

Ten Lakh Only IS Wy

N

U Rupees

Alc No.[0153002100565XXX_. &

n"yor

National Award
e-Governance 2

gerafA® gurR iR dre Rrema fAam

TFAR [gRen [asl sraters g-wa aRarfeal /=arar
@ fa
I E-TTEaHH gREHIR 2026
(Fof)
JafRer Sudm Pe-36R), IEHSETE
#

RieaiRE uisae ok de 2w Refagy= v dAvavw fbeefln affa
o

war & siren &

Government of India
Department of Administrative Reforms and Public Grievances
is pleased to present
National Award for e-Governance 2026

(Gold)

Security Product for Threat Intel Distribution and DNS Filtering Service
of

Space Applications Centre-ISRO, Ahmedabad

For
Best eGov Practices/Innovation in Cyber Security
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Project Team interaction with Director, SAC & Controller, SAC




About the Project

= Project Title: Security Product for Threat Intel Distribution and DNS Filtering Service
= Key Aspects:

« Threat Intel Distribution Platform: seamless aggregation & processing of Threat
Intelligence feeds from multiple upstream providers and distributing the actionable
intelligence to downstream security confrols for automated real fime ingestion and
security enforcement.

- DNS Filtering Service: Acts as the first line of defense, that intercepts and blocks
resolution of malicious domains and IP addresses, with real-time synchronization from the
threat infelligence pipeline 1o ensure confinuous coverage against emerging threats.

- Al powered detection: Detecis malwares evasion techniques such as Domain
Generation Algorithm (DGA)-based malware communications and DNS tunneling
exfiltration attempts that evade traditional signature-based controls.

« Beneficiaries: All ISRO/DOS Centres/Units spread across India. The project was implemented by SAC,

Ahmedabad in coordination with the Office of Chief Information Security Officer, DOS; and

implemented for ISRO/DOS Centres/Units with the help of respective ISRO/DOS IT Teams.



Integrated Cyber Defence Platform

Security Product for Threat Intel Distribution and DNS Filtering Service
Built at SAC, ISRO — Protecting India's Critical Space Infrastructure

Rapid response
during
Op Sindoor

Indigenously Al-driven zero-day Deployed for

ISRO/DOS

Developed threat detection Centres/ Units

Project Team (CITA):
Yogesh Verma, Rohit Tyagi, Om Prakash Soni, Ajay K Sharma
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